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DLNA Probe: A System for Logging Operation History of
DLNA Devices

SHUNSUKE SARUWATARI, ! JoHAN HJELM, 2
TosHIKANE ODAT2 and HIROYUKI MORIKAWA !

We can extract user activity data, such as when and how the users enjoy mul-
timedia contents, from operation history of DLNA devices. The activity data
are useful for ethnography, context-aware recommendation services, and so on.
In this paper, we show DLNA Probe, a system for logging operation history
from DLNA devices by monitoring communication among the DLNA devices.
The DLNA Probe combines SSDP and ARP spoofing, and the combination
redirects traffic among DLNA devices toward DLNA Probe. The redirection
enables DLNA Probe to log operation history of DLNA devices without chang-
ing any specification of DLNA.
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Fig.1 Overview.

0000000000000 DLNAOODDOOOOOOOOOOOOOOOO

00000 ARPOOOOOOOOOODLNAODOOOOOOODODOOOOOOODODO
OOOO0OOARPOOODOOOOOOOCOOODOOODLNAOOOOOOOODODODOO
0000000000000 20000000000000 2000000000DLNA
Probe0 ARPOOOOOOOCOCOCOOOOOOOO ARPOOOOOOOOOOOODOO
O00000oodoooocARPOCODOOOOOOOOOOOOOODOOOOODOODOO

O000O0O0O0ODODOO00DODO0O0 100 DLNA Probe000O0O0O0OCOODOODODOO
0000000000 DLNAOOOOOOOOOOOOO0O00000000O000ODLNA
Probe J ARPOOOO0OOO0OODOOOOOOOOODOOOODOOOOO0OOOOOOO
goooboobobooooooooooboooooobooooobooobooboooOoooooDoobooo
OO0OoooOoSSbpOOO0OOOO ARPOOOOOOOODO ARPOOOOOOOOOO
000000000000 0o DLNAOOOOO IPOOOOO MACOOOOOOOO
00000 DLNAOOOOOOOODOOOOODOOOOO0Ooooooooo

010 DLNA Probe DOOOOOOODLNA Probe 00000000000 OOODO
O000OO0OARPOOODOOOOODOOUODOOOODOOOOOOOOOOOOOOSO0O
goboooooog

3.1 OOOoOoooon

goooooooooobooooooobooOoooooobooooboOoooooOoooOooonoboo

0ooooooog Vol 52 No. 4 1693-1705 (Apr. 2011)

0000000000000 0000000000000000 DLNAOODOO IPO
O0O0DOMACODODODOOODOOOOODOOOARPODOOOOODOOOODDOO
000000000000 00000000D000000000000000000000
000000000000 0000000000000000000000000000
ODODARPOOOODODODOODODOOOODOOOODODOOOODOOOO
000000000000D00000000000000000000000000000
0000000000000 0000000000000000000000000000
0000 2000000000

0000000000000 000D00000000000000000000000
LISTO00000D00000D00000000000000D0 ADbOD0OO00O0O00O
0000DD00000000D000 DELETEODODOO0 3000000000000000
0000000000000 0000000000000000000000000000
0000000000000 ADDED 0000000000000 00000000000
000000000000 00 DELETED 00000 20000000000000000
oDoooO0

3.2 00000000

0000000000000 SSPPOOODOOOOONODOODOONONODOOOOODD
0000000000000 D000D00SSDPOOOOODOODOODOO M-SEARCH
000000000000 D00000000000D00000000000 DMC O DMP
00000000D000D0000 M-SEARCHOOODOODOOOODOODO DLNAO
000000000000 0000000000000000000000000000
0000000000 DODLNAODOODOODOODOOODOODO0O0DO00000
000000000D0000000on

0000000000000 M-SEARCHOODOOODOOODOOOOOOOOD0OO00D
O000000000000M-SEARCHOOSSDPOOODOOO DLNAOOOODOOO
000000000000000000000000000000 M-SEARCHOOOO
00 HTTPMUO HTTP Multicast over UDPEF® 000 O0OOM-SEARCHOODOOOO
0000 STOsearch typeD 0000000000000 000D00O0O0OO0ODOOO0O
0000D0000000000000000000000000000 HTTPUOHTTP
over UDP¥® 00D0OD0O0ODOOOOOOOODO

020 M-SEARCHOOOODOOODOOOMAND mandatoryd 0000 00OSSDP O

(© 2011 Information Processing Society of Japan



1697 DLNA ProbeODLNA OOOO0OOOODOOOOOO

M-SEARCH * HTTP/1.1

HOST: 239.255.255.250:1900
MAN: "ssdp:discover"

ST: ssdp:all

MX:3
02 M-SEARCHOOOO
Fig.2 M-SEARCH packet.

UbobOo0ooooooobOouobboOobO0OU0bOO0n ssdp:discover HOODOOOOOO
STOOOO0O0O0OO0O0O0O0O0O00O0O0O00O0000O00000000 ssdp:all 00000
oooa

M-SEARCHOOOOOOOOODOOOOOOODOOOOOOOO0O0ODOO0O0OO 239.255.
255.2500 000000 SSDP O 1900000 00000000000000O000OCOO
00 21400 000 O0O0O0ODLNA Probe 0O M-SEARCHOOOOOO DLNAOOO
O0OOHTTPUOOOO 214000000 HTTPOOOOOOOOOOODLNA Probe O
RAWOOOODOOOO 214000 HTTPOOOOOODOOOOOHTTPOOOODDO
0000o00o0oo0o0ooIPO0OO0DOOOOD MACOOUOOOOOOOODDOOODOOO
gaAapp 00000000

O00ooOooooossbpOO0O0 19000000000 M-SEARCHOODODOODOO
GENA®® 0 NOTIFY ODOOOOOOOO0OODO0OO00O0000000000 DLNAD
OoOoogssbpO0O0O0OO0OOO0ODODODOOOCOOOOOOOO M-SEARCHOOOOO
000000000000 000 NOTIFYOOOOODOOOOOODOOOOoOOooooo
0239.255.255.25000 0001900000 00000000000O0M-SEARCHODODO
OO0 NOTIFYOODOOOODO RAWOOOOOOOOOO DLNA ProbeD0OOOOOO
IPOOOOO MACOUOOOOOOOOONOTIFY OOOOOO NTSO notify sub-typel
O00000 DLNADOOOODOOOOOOOOOSssdp:byebyeDOODOOO0OOOOOO
O000O0O0O0O0O0 DELETENOOO0OODCOOONTSOOO0O0O0O0OOOOOOooooog
U0b0O000DOssdp:alivelJO0OO0OO0OOO ADDOOOOOOODOCOO

3.3 ARPOOOOOOCODODODO

ARPOOOOODOOOOOOOOOOOOOOOOOOOODOOOOOOOOOOTIP
00000 MACOOUDOOOOODOOOO DLNAOOOOOOODO ARPOOCOOOO
OO0OOOARPOOOOOOODO ARPOOOOODOOOOOOO ARPOODOOOOO

0ooooooog Vol 52 No. 4 1693-1705 (Apr. 2011)

DLNA Probe

P MAC
192.168.0.1 | 11:11:11:11:11:11
MAGC: 33:33:33:33:33:33 | 192.168.0.2 | 22:22:22:22:22:22

IP: 192.168.0.3
FIMAT=T I

IHRA 4 #RB
IP: 192.168.0.1 IP: 192.168.0.2
MAC: 11:11:11:11:11:11 MAC: 22:22:22:22:22:22

ARPT—TI ARPT—TIL

P MAC P MAC

192.168.0.2 22:22:22:22:2.2:22 192.168.0.1 | 11:A1:11:11:11:11
‘3
33:33:33:33:33:33
03 ARPOOOOOOOOODO
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Table 1 Comparison among 4 methods of ARP spoofing.

goooboooOo |ooboo0o000ob0 | oobooo gooooo
ARPOUOOO |ARPOOOOO |ARPUOOOU |ARPOOOOO
goooooo X x X o
ooooono ooo ooo oooo oooo
DLNA Probe 0000000000 A A O X

00000000 ARPOOOOOOOOOODOODO ARPOOOOOOOOOOOOOO
O000000o0o00o0oooO0o0oo0oO ARPOOOOO 1000000DO0ODOOO
0000000000 000O0 DLNAOOOODOOOOOOOOooOOoOooooooooo
gooa

0o0oo0oo0ooooooooooOOOCcOoOoOoIPOODOOO0OO0OO0OOOOOOODOIPO
Oo0O0O0O0000O0OD0O00000000000000 Windows XPOODOODOOODO IP
00000000000 MACOODOOOOO ARPOOODOOOODOOOOOOODOODO
ooooIipO0o0OOO0O00O0O0OOOOCOO0OO0OOOOOOOOOO0O0O0ODOOO0000O
0000000000000 000 ARPOODOOODOOOOOOO ARPOOOODOOO
O000O0ODLNAOOOOOOOOOUOODOOOOOOOOO0OOO DLNA ProbeOd OO
gooooobooooboo

000000 ARPOOOOOOOO DLNAODOOOOOOOO ARPOOOOOOO
000000000 ARPOOCOOOOOOOOOARPOOOOOOOOOOOOODOO
000000 ARPOODOOOOOOOO0OODOOOOOOOOOO DLNA ProbeO OO
0000000000000 0000000000000000000DLNADODDOOO
000000 ARPOOODOOOOOODODOOOOOOO

O0O000O0OUDARPOOODOOOOOOOUOOODLNA ProbeO0 000000 200
ARPOOOOOODOOOO1I00 ARPOUOOOOOOODO 200 ARPODOODOOO
O00oooOoooo IPO0O0O0OOO0OODOOOOOOOOOODO ARPOOOOOO
0000000000000 000000ARPODOOODOOOOOOOODOOOOO ARP
0000000000000 000000000000000Windows XPOOOARPO
0000 20000000000000 ARPOOOOO ARPOOOOOOOOOOOO

000000 ARPOOOUOOOOODARPOOOOOOOUOOODOOOODOOOOODO
ARPOUOOOOODOOOOOOOOOOOOOODOOOOIPODOOOOOOOODOOOO

0ooooooog Vol 52 No. 4 1693-1705 (Apr. 2011)

DLNA Probe

4 P MAC
< > 192.168.0.1 | 11:11:11:11:11:11
<

MAC: 33:33:33:33:33:33 | 192.168.0.2 | 22:22:22:22:22:22

IP: 192.168.0.3
FIMAT=TIL

5
3 6
HFRA KB
1P: 192.168.0.1 IP: 192.168.0.2

MAC: 111111111111 MAC:

:22:22:22

\ ,
P MAC / P MAC
192.168.0.2 | 33:33:33:33:33:33

192.168.0.1 | 33:33:33:33:33:33

ARPF—Tl ARPT—T
04 0O0O0OO00ODOODO
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2010-07-24 00:20:12 192.166.11.4 192.166.114  SYSTEM.OFF

2010-07-24 D0:21:36 192.166.11.4 192.166.114  SYSTEMON

2010-07-24 00:26:37 192.168.11.4 192.168.114  SYSTEM.OFF 31

05 000000000
Fig.5 Screenshot.
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Fig.6 Average delay vs. the number of devices.
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Fig.7 Throughput of two flows.
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Fig.8 Throughput vs. the number of devices.
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Fig.9 CPU load vs. the number of devices.

POST /control/ContentDirectory HTTP/1.1
X-AV-Physical-Unit-Info: pa="XX";

X-AV-Client-Info: av=5.0; cn="XX"; mn="XX"; mv="X.X";
Host: 192.168.11.11:30000

User-Agent: UPnP/1.0 DLNADOC/1.50

Content-Length: 650

Content-Type: text/xml; charset="utf-8"

SOAPACTION: "urn:schemas-upnp-org:service:ContentDirectory:1#Browse"

010 0000000000 pOSTOODOO
Fig.10 POST method when browsing a directory.
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GET /2424-2430.mpg HTTP/1.1
TimeSeekRange.dlna.org: npt=0.000-
getcontentFeatures.dlna.org: 1
Pragma: getIfoFileURI.dlna.org
transferMode.dlna.org: Streaming
X-AV-Physical-Unit-Info: pa="XX";
X-AV-Client-Info: av=5.0; cn="XX";

Host: 192.168.11.11:30001
011 0000 GETOOOO
Fig. 11 GET method when playing a content.

[ /2503-2500.mpg_|[ /2459-2465mpg || /2424-2430mpg_|

BERL T

BE O

T399I (0]
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Fig.12 Access data from DMP to DMS.
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Fig. 13 DMP equipped TV ON/OFF data.
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