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Table 1 Previous works for software modules

Name Protection Method Function Regisf;;tels/::lo;[;rgé;U Occupation Performance Ratio
Maté Virtual Machine OK OK OK 1.030 33.5
VM* Virtual Machine OK OK OK No Evaluation
t-kernel | Load-time Code Modification NG OK OK 1.530 3.03
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Fig.1 VAWS Scheduling
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Table 2 Type Field

Bit Field Meaning
types real-time task or normal task
typer priority (if real-time task)
typer — typeg | int_source (if real-time task)

I -— N
&= = Interpreter
pc
Code
) Fault
- = Detection
vaws Verty
Stack
................
Access
Interrupt
\_ Static Memory Invoke fault Disable /
[ CPU { Interrupt J [ Interrupt Enable Flag H
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Fig.3 VAWS Architecture
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Table 3 VAWS Context

Name Size Meaning
pc 1 Byte | Program Counter
sp 1 Byte Stack Pointer

fault | 1 Byte | Fault Detection
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while(1){

inst=code [pc] ;I 10

switch(inst) {0 20

case VAWS_OP1:[I0 30
<vaws_opl verify code>[] 40
<vaws_opl implementation>[IT] 50
break;

case [
Im

default:
fault=VAWS_FAULT_ILLEGAL_OPCODE;

}

pctt;

wdt++;

if (wdt==VAWS_WDT_MAX){
fault=VAWS_FAULT_WDT;

}

if (fault!=VAWS_FAULT_NONE){
am
break;

}

if (pc>=vaws_code_size) break;
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Fig.4 Structure of the Interpreter
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Table 4 VAWS Instruction Set

Category Example
PUSH,POP,LOAD,STORE
BRLS, BRGT, BRNE, BRGE
Calculation ADD, SUB, MUL, DIV
Function Register | SET_FR_PORTA, GET_FR_PORTA

SEND, RECV, SENSE

Stack Operation
Branch

Extention
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Fig.5 PAVENET Module
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Fig.6 Evaluation Application of Hard Real-time
Guarantee
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Table 5 Evaluation of Real-time Guarantee

VAWS TinyOS (default) TinyOS (optimized)
Task Max Cycle | Min Cycle | Jitter | Max Cycle | Min Cycle | Jitter | Max Cycle | Min Cycle | Jitter
(ms) (ms) | (us) | (ms) (ms) | (us) | (ms) (ms) | (us)
Sampling 10.001 10.000 1 9.764 9.763 1 10.003 10.000 3
Sampling + Listening 10.001 10.000 1 11.735 7.794 3,941 10.062 10.000 62

06 OO0OODOOOOOOO cpUOD
Table 6 CPU Specification of Evaluation Platforms
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Table 7 Cycle Per Instruction of Virtual Instruction

Platform/CPU PAVENET MICA2 Instruction | VAWS | Maté

PIC18LF4620 | ATmegal28L and 30.27:1 | 33.5:1

Performance 5 MIPS 7.3728 MIPS rand 1.721:1 | 9.5:1

RAM Size 4 KB 4 KB sense 1.007:1 | 3.4:1

ROM Size 64 KB 128 KB send 1.002:1 | 1.03:1
Current Consumption 9 mA 8 mA
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Table 8 Execution Performance

Application VAWS | PAVENET OS Peformance Ratio | Module Size
(ms) (ms)
CTL 0.273 0.006 42.7 20 Byte
CTR 4.355 3.732 1.17 28 Byte
STR 5.900 5.700 1.03 16 Byte
RTL 3.104 2.513 1.24 17 Byte
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Abstract Wireless sensor networks need software modularity, which enables sensor nodes to modify a
part of software via on-line, because of its maintenance cost caused by a large number of nodes. The soft-
ware modules have to be safely performed in real-time for time sensitive applications such as high quality
sampling. To realize the software modularity, this paper shows hard real-time virtual machine, called as
VAWS. VAWS realizes hard real-time support and system protection with simple structure, which places
a virtual machine on each interrupt vector. The paper demonstrates that VAWS performs 100 Hz sensor

sampling with 1 us jitter while performing wireless communication.

Key words Wireless Sensor Networks, Software Module, Real-Time Processing, Protection, Virtual
Machine



